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As manufacturers make strides towards their 
vision of Industry 4.0 many, if not all, will 
invest in robotics to accelerate their 
transformation. That said, robots are not a  
new manufacturing phenomenon. The  
technology has been a mainstay of the  
production line since the first six-axis models 
were introduced to automotive production  
lines in the 1960s. So, how is the robotics  
industry reacting to today’s changing  
manufacturing environment?

We spoke to distributors of 
robotic equipment from all 
corners of the globe to 
discover the true state of 
the global robotics industry. 
Exploring how robot 
manufacturers are preparing 
for the Fourth Industrial 
Revolution and adapting to 
meet customer expectations. 
We also explore the challenges 
by this increased connectivity, 
such as cyber security risks 
and the changes required for 
advanced robot software.

Data has been collected from 
distributors on six out of 
seven continents — we’re 
still working on Antarctica. 
However, to put some 
rhetorical flesh on the 
statistics of these responses, 
we have also collected some 
anonymous quotes to deliver 
an undiluted view on the state 
of the industry.

Nigel Smith, CEO of TM Robotics.
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PART ONE: 
INDUSTRY 4.0 

There’s no doubt you’ve heard the term Industry 4.0. The phrase originates from a 
2011 German governmental project to promote the digitalisation of manufacturing. 
Since then, it has gained momentum, popularity and in some cases, entirely 
different definitions. 

Generally speaking, Industry 4.0 describes the uptake of technology to improve 
manufacturing processes, whether that is automation, software, intelligent sensors 
or, in this case, robotics.  

Industry 4.0 has fuelled several debates since its inception. While the majority of 
manufacturers see this wave of new technology in a positive light, the slow 
adoption of this technology has also been criticised. 

According to Hennik’s Annual Manufacturing Report 2018, a significant majority of 
manufacturers are either undertaking or considering a move to Industry 4.0. The 
motivation? To optimise productivity, production and leverage technology to 
improve manufacturing. However, media coverage is not always as enthusiastic. 
Often, this negativity focuses on the threat automation poses to the roles of 
human workers, leading to doubts about the true motivation behind
Industry 4.0 investment. 

Regardless of whether you are an Industry 4.0 enthusiast or sceptic, the trend has 
created a significant shift in the way manufacturers see, select and implement 
automation. In fact, from our pool of automation distributors around the world, 
55.17 per cent believe that the term ‘Industry 4.0’ is directly influencing how 
customers choose robotics for their facilities. 
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Do you think Industry 4.0 is influencing how people choose robotics?

One of the biggest drivers for Industry 4.0 
implementation is to improve productivity 
and optimise performance. Sounds familiar, 
doesn’t it? 

Industrial robots have been helping 
manufacturers to reach these same objectives 
for decades already. Industry 4.0 simply adds 
the productivity impact of other digitalisation 
technologies — that includes sensors, software, 
3D printing and newer forms of robotics, like 
collaborative robots. 

However, Industry 4.0 is not just about 
keeping up with the Jones’. This trend 
has also transpired into governmental 
schemes, procedures and compliance 
requirements for the industry. Back in 
2015, Italy’s Ministry for Economic 
Development drew up a paper dedicated 
to the compliance of the country in 
relation to Industry 4.0. 

We are also seeing similar schemes in 
other areas in the world. For example, 
Britain’s Industrial Strategy, the Made 
Smarter review, outlines the country’s 
goals for its manufacturing industry. 
This includes plans to invest heavily in 
Industry 4.0 technologies — referred 
to in the review as Industrial Digital 
Technologies (IDTs). The plan suggests 
that a greater uptake of these 
technologies could create 175,000 
new jobs in the next decade, thanks 
to a 25 per cent productivity boost 
in the sector.

However, schemes to promote Industry 
4.0 are not exclusive to specific nations. 
In January 2018, the World Economic 
Forum (WEF) in Davos released its first 
‘Readiness for the Future of Production 
Report’ to outline how well-positioned 
economies are to benefit from Industry 
4.0. The report focused on the
 practicalities of implementing Industry 
4.0 and how to transition from 
buzzword, to action plan.

Industry 4.0, digital manufacturing, IIoT 
or the Fourth Industrial Revolution — 
whatever words you use to describe 
the technological shift in manufacturing, 
there’s no denying it is happening. 
However, as with any change, there 
can be challenges and concerns. 

Industry 4.0 is only a concept. 
How could an idea and phrase 
impact the world’s investment 
in robotics so dramatically?  Put 
simply, it is about competition.
 

55.17%31.03%

13.79%

As the buzzword continues to generate coverage in trade magazines and dominates 
discussions at trade shows, manufacturers do not want to get left behind. Our distributors 
are experiencing this sense of competition first hand.  

Yes

No

Don’t know

“There is a tidal wave of 
technology in this 
[Industry 4.0], and  

people want to be a part 
of it. They will look for 
robots that are easily  
connected to the IoT.”

“In Italy, Industry 4.0 
compliant installation 
benefits from special  

fiscal advantages, so all  
purchasers are now 

asking for Industry 4.0 
compliant components.”

  

“Our customers are 
interested in 
productivity 

improvements, not  
catchy phrases.”  
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What do you think your customers are most worried about,  
or would like to learn more about, concerning Industry 4.0?

Over half of the distributors we asked 
believe smart factory implementation was 
the biggest concern for end users. But,  
does smart factory implementation always 
require an entire systems overhaul? 

Without doubt, outdated equipment can  
be a barrier, but it is not a total roadblock 
on the journey to the smart factory. 

Traditionally, manufacturers have been slow to uptake new technology, with many 
production lines operating with machinery and systems that are decades old. As the 
saying goes, if it’s not broke, don’t fix it.

This legacy equipment may have served manufacturers well, but it can cause problems 
when attempting to implement new technology alongside it.  Industry 4.0 is based 
entirely on interconnectivity, and legacy systems that require manual monitoring 
cannot tap into the IoT in real-time. They weren’t designed to communicate with these 
devices, simply because they were built before these concepts existed. 

Overwhelmingly, manufacturers are most concerned about smart factory implementation  
in relation to Industry 4.0 (51.72 per cent), followed by concerns about collaborative  
robotics (27.59 per cent). 

For robotics manufacturers, it is our 
role to actively inform end users about 
the practicalities of smart factory 
implementation. There’s no such thing 
as a one-size-fits-all factory, nor do all 
manufacturers require a costly refit to 
keep up with the competition. Robot  
manufacturers must take steps to better 
consult manufacturers on the best 
equipment for their application, whether 
that’s sticking to traditional legacy 
equipment, or exploring new technologies, 
like collaborative robots. 

             Nigel Smith

27.59%

13.79%

51.72%

6.90%

Big data

IT and OT convergence

Collaborative robots

Smart factory implementation
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PART TWO: 
THE RISE OF 
THE COBOT

Robots may not be an innovation, but there’s a new breed of ‘bot causing a stir  
in the age of Industry 4.0. Collaborative robots — or cobots, as they are often 
called — are machines that are intended to physically interact with humans in  
a shared workspace. Unlike traditional industrial robots, cobots do not need to  
be restricted to a robot work cell. Instead, they can work alongside humans to 
assist them in their roles. 
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One of the most notable selling points of cobots is that some can be taught a movement by 
a technician performing a movement with the robot arm. This enables the cobot to be given 
work instructions without the need for coding at all. Perhaps this concern is related more to 
the marketing activities of some cobot manufacturers. 
            
Clearly, there’s a need for a greater understanding 
of cobots before manufacturers jump on the 
collaborative bandwagon — and perhaps a 
crackdown on the way manufacturers are 
marketing this new kind of bot. Particularly 
where performance and safety are concerned.

What are the biggest concerns your customers have 
about CoBots?

Integration into existing systems (20.69 per cent) also proved to be a concern for 
manufacturers in relation to deploying cobots in their facilities, as well as programming 
(10.34 per cent). These results are surprising, especially considering the ease-of-use 
and easy-programming features that cobot manufacturers tend to highlight. 

Do you feel that your customers fully understand the safety
requirements of installing a CoBot?

Although invented in 1996 and patented in 
1997, cobots have only made an impact on 
manufacturers in recent years. They are 
often cheaper, lighter and more versatile 
than their heavy-duty predecessors. That 
said, these machines are not necessarily 
ideal for every application and some 
manufacturers are doubting the abilities 
of this new breed of machine. 

According to our study, performance 
(34.48 per cent) is the primary concern 
for manufacturers investing in cobots. 
Some manufacturers believe that the 
collaborative robot hype may be a simple 
novelty and that, in reality, these machines 
will not provide real manufacturing benefit 
until their performance has improved. 

Safety (27.59 per cent) is another factor 
of consideration for manufacturers 
investing in cobots — despite their 

apparent collaborative nature. While 
vendors are eager to claim the term 
'collaborative robots', it isn't all black 
and white. Often, collaborative robots 
aren’t collaborative at all.

In February 2016, the technical standard
ISO/TS 15066 was published to provide 
safety guidelines for the use of robots in 
collaborative applications, including force 
guidelines, maximum allowable robot 
power and speed, without discriminating 
against a certain type of robot.

A common misconception is that cobots 
are always safe to work without caging. 
However, manufacturers may find that a 
risk assessment necessitates that they 
still need a safety cage or force limiters 
to keep human workers safe alongside 
a cobot. Suddenly, it is not so collaborative.

27.59%   Safety

34.48%   Performance

10.34%   Programming

20.69%   Integration    
                into legacy

6.90 %   Something else
Yes

No

Don’t know

“Cobot sales forces are 
emphasising ease-of-use 

and do not discuss the safe 
operation at production 

speeds, as it eliminates the  
advantages of cobots. They  

also do not discuss 
performance issues,such 

as accuracy.” 

79.31%

10.34% 10.34%
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Shockingly, 79.31 per cent of distributors do not believe that their customers understand 
the safety requirements of installing a cobot. What’s more, a further 10.34 per cent are 
unsure of their customers’ level of knowledge surrounding safety. 

In fact, whether a cobot is safe to use around humans can only be determined by thorough 
risk assessment. As a result of risk assessment findings, added safety features can result 
in very low operating speeds or multiple stops for a cobot. Equally, these necessary safety 
additions aren't free, adding significantly to integration costs. Both of these factors have a 
detrimental impact on return on investment (ROI).

Since the dawn of the CoBot, have you seen a decline in the 
purchase of other types of industrial robot?

This may be related to the lack of enthusiasm surrounding the 
performance of cobots. When asked about the advancement of 
cobot technology, we collected an array of potential problems 
with the machines in their current state. In fact, 55.17 per cent 
of distributors do not believe that collaborative robot technology 
is advanced enough to deliver the performance required by 
manufacturers today. 

This doubt about the safety and performance of 
collaborative robots may explain the lack of 
change to the wider industrial robot market. 
82.76 per cent of distributors have seen no decline 
in the purchases of other types of industrial robots 
because of the cobot uprising. 

“Integrators typically 
understand the safety 
requirements, but may 

not always be 
well-versed in cobot 
technology, because 

their expertise is in more 
traditional robots.”

82.76%

17.24%

Yes

No



Do you think CoBot technology is advanced enough to deliver 
the performance and results demanded by the manufacturing 
or packaging industries?
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Here are a few thoughts from robot distributors:

Despite the uncertainty surrounding safety 
and performance, the growing popularity of 
collaborative robots is not to be ignored. If 
the application doesn't require safety 
guarding, then the initial investment is low 
and the potential for human-machine 
collaborative reaps efficiency benefits. 

“The cost of the additional  
equipment and additional human  
workforce will soon exceed the  
cost of an industrial robot.”

However, as applications evolve, multiple 
cobots may soon be required for scalability,
and the cost of the additional equipment 

and additional human workforce will soon 
exceed the cost of an industrial robot, and 
you will still lack speed and the benefit of 
unattended production. 

Distributors and manufacturers of robots — 
collaborative or not — should be sure to 
address these uncertainties when consulting 
an end-user on their robotic requirements. 
It’s imperative that business owners assess 
the application and the needs of their 
business’s future carefully before making 
their decision and carefully consider one 
important question — is a cobot actually 
what you need? 

55.17%

20.69%
24.14%

Yes

No

Don’t know

“Robots are sold for 
accuracy, repeatability  

and speed.”

“Cobots won’t replace 
industrial robots.”

“Cobots will open 
opportunities 

to new and different 
applications.” 

“As safety devices 
continue to improve, the 
novelty of the cobot will 

be less important.” 

“[Cobots] lack the speed 
and accuracy for most 

industrial applications.” 
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PART THREE: 
THE DATA DELUGE

Data is the driver of the smart factory. As with any IoT-enabled process, smart 
manufacturing is generating huge abundances of data. Information related to a 
site’s operational performance, energy expenditure and productivity is all being 
acquired, stored and analysed to allow manufacturers to make better decisions. 
What’s more, new technologies and tools are providing manufacturers with an 
insight into the future of their operations in the form of predictive analytics. 
But, how is the influx of big data impacting robotics? 

While the concept of big data is relatively new, the process on taking action 
ased on data is an established part of a robot’s operation. Even the most basic 
robot will sense its environment, before analysing the data and acting on the 
results. Only today, the data available is much more advanced.

Take the sensing process as an example. Today’s robot vision systems are a 
stark contrast to the traditional vision software of manufacturing past. While 
not all robots require a vision system, those that do are now beginning to 
replicate human vision.

No longer do these systems require pre-programmed CAD data to assess a 
shape, instead they use motion stereo or passive imaging systems to take 
multiple images of an object, so the robot can collect the shape’s data.  Another 
modern alternative, 3D laser-displacement, automatically extracts 3D data from 
a 2D image, simply by illuminating the shape. 
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Do you think existing robot technology and software is advanced 
enough to support analytics using Big Data?

During any transformation process, there is often a gap between the new technology and 
the capability of the existing systems and software. Where data is concerned, should robot 
manufacturers be doing more?

Ultimately, it all depends on customer demand. According to robot distributors, there is a 
relatively even split between manufacturers that are asking about big data capabilities in 
automation (51.72 per cent) and those that have not asked about the software’s big data 
abilities (48.28 per cent). This begs the question, are manufacturers aware of the value of 
data they can pull from their robots, or do they have little faith in the existing offering and 
therefore do not have this as a business objective?

Ultimately, a software’s ability to analyse 
data can only be improved if any existing 
issues related to the software are 
eradicated. 

According to distributors, current software 
for robotic equipment is often difficult to 
understand (44.83 per cent) and can be 
incompatible with other systems (37.93 
per cent) — a glaring problem for 
customers hoping to upgrade to a 
smart factory. 

Are customers asking for more information about big data in relation to 
automation processes and technology?It sounds impressive, but 

automation distributors don’t 
believe that all robot software 
offerings are advanced enough 
(58.62 per cent) to fulfil the 
needs of today’s manufacturers, 
particularly where big data 
is concerned.   

“I see very few 
manufacturers that
 offer robots with 

anything more than 
the basics.” 

Yes

No

Don’t know

Yes

No

58.62%

24.14%17.24%

48.28% 51.72%
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What is the most common problem customers face with robotics 
software and why?

Clearly, there are improvements to be made where 
software is concerned. However, there is also debate 
as to whether these advancements should be 
provided as standard with new robots, or whether 
it is reasonable to expect the customer to pay more 
for more powerful software. 

“Customers would likely 
pay more for better 

integration with control 
systems, that would cut 
down on programming

 learning curves and 
commissioning time.” 

“Users are aware about 
advantages of more 

powerful systems, but 
there is always a financial

manager who does 
not want to spend 

the money.” 

“In my opinion, robot 
manufacturers should 

provide all software free 
of charge, software 

capabilities are the most 
powerful thing in robot 

selling today.”

3.45%    Too slow

44.83%   Difficult to 
                understand

13.79%   Outdated

37.93%   Incompatible  
                with other  
                systems



According to our results, existing robot software is not fulfilling the needs of today’s 
manufacturers. However, over half of the robot distributors (58.62 per cent) we asked 
highlighted free software as one of the five most useful features of the Toshiba Machine 
robot line up. This feature stood alongside repeatability (48.28 per cent), speed (41.38 per 
cent), free training (37.93 per cent) and cost (79.31 per cent), which over three quarters 
of robot distributors agreed was among the most useful features. 

Without doubt, some robot software is lagging behind the expectations of manufacturers. 
While certain software offerings, such as machine vision systems, are thriving, the software 
used to analyse the data generated byrobots needs to improve. 

 

Do you think it is reasonable to expect customers to pay more for more 
powerful software to increase robot performance?
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55.17%44.83%

Yes

No



PART FOUR: 
CYBER SECURITY

Greater connectivity is transforming manufacturing facilities in mostly positive 
ways. However, as more devices are connected and able to communicate with 
each other, keeping data safe is becoming challenging. In the age of Industry  
4.0, cyber security strategies should be vigilant, secure and well-planned. 
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Regardless of manufacturers’ seemingly lacklustre approach to cyber security, with a growing 
number of interconnected devices on the factory floor, there are increasing entry points in 
which a cyber attacker could penetrate the system. As a result, the potential for cyber 
espionage in this industry is growing. 

Cyber espionage can enable hackers to access private company data — whether this is 
financial information, HR files or operational data from the factory. This could include any 
data that passes through a robot, collaborative robot and other individual sensors on the 
factory floor. Depending on the wealth of this data, a hacker could then extract insights 
about product specifications, or perhaps even prototypes. 

Do your customers ask for advice about cybersecurity as they 
upgrade their systems to create smart factories?

Unlike highly sensitive industries, like finance or banking, cyber security can often be an 
afterthought in the manufacturing realm. Let’s face it, if a SCARArobot on a production line 
suddenly stopped working, a cyber attack is unlikely to be the first consideration when 
examining what may have gone wrong. 

Cyber security should be at the forefront of industry discussions. Despite this, over three 
quarters (75.86 per cent) of robotic distributors said their customers did not ask for advice 
about cyber security when upgrading to a smart factory. 

This can also lead to more serious cybercrime, such as malware 
attacks that hold your company at ransom. The WannaCry attack 
of 2017 was an example of this happening on a worldwide scale. 

There are also distinct cyber threats that can be particularly harmful 
for smart factories, targeting specific technologies like collaborative 
robots. These specific attacks are designed to disable certain brands 
of robots or software by targeting a specific vulnerability to gain 
access. These attacks can have incredibly damaging effects, even 
shutting down entire facilities, causing costly downtime. 
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75.86%

24.14%

Yes

No As more end users begin transforming their 
production facilities, robot manufacturers and 
distributors must also prepare to advise on cyber 
security for these sites. This is particularly important 
as service delivery models become more popular. 

Robotics as a service (RaaS) has already begun 
gaining momentum. The term describes robotics 
systems being rented on a monthly or quarterly 
basis, often including technical support, real-time 
monitoring and ongoing upgrades. RaaS may not 
be standard practice just yet, but looking to the 
future, manufacturers may find themselves 
responsible for the maintenance of a robot during 
the lifespan of the machine — including any cyber 
security upgrades.

In the era of the smart factory, cyber security 
should be a serious consideration. However, 
when asked about the features customers 
specified when choosing an industrial robot, 
security protocols were not mentioned by 
the pool of distributors we surveyed. In fact, 
the most popular features mentioned were 
related to programming (79.31 per cent), 
integrated vision (55.17 per cent) and the 
robot’s ability to collaborate (48.28 per cent).  



PART FIVE: 
PREPARING FOR 
THE FUTURE

Industrial robotics may have been introduced in the 1960s, but the technology 
has advanced significantly since then. The International Federation of Robotics 
(IFR) estimates that 1.4 million new industrial robots will be installed in factories 
by 2019. That’s one million units more than 2015, which currently stands as a 
record breaking year for robotic installations. 

In the race to fulfil this demand, robot manufacturers must consider the 
changing expectations of end users. Above all, simple programming (79.31 
per cent) was noted as one of the five most important things customers were 
looking for in control technology when choosing a robot.
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There are currently over 1,500 different programming languages in the world. Even for the 
most proficient robot engineer, learning every potential robot programming language is 
an impossible and impractical task. One of the biggest challenges is that almost every 
robot manufacturer has developed their own proprietary robot programming language. 
For end users with little experience, this can be daunting. 

What are you or your customers looking for in control technology when 
choosing a robot (SCARA, Cartesian or 6-axis)? What are the top 
five considerations? BASIC   URScript

 Pascal    LISP
RAPID MATLAB
  KRL   C#   Java
PDL2  FORTRAN
INFORM  HDLs
 Karel   Python
VAL3    C/C++
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BASIC and Pascal are the basis of several 
industrial robot languages and tend to be 
the first any budding robot programmer 
begins to learn. BASIC, standing for 
Beginners All-Purpose Symbolic Instruction 
Code, is relatively simple, but can also be 
considered outdated for today’s demanding 
robotic applications. 

Simple programming may be a top priority, 
but today’s end users will not compromise 
on robot ability. Therefore, a balance needs 
to be struck.  Toshiba Machine’s controllers, 
for example, are programmed in SCOL. This 
is a programming language that is similar to 
BASIC, but with more advanced features.

Integrated vision (55.17 per cent) is another 
priority for end users when choosing a robot. 
Vision systems can vary in ability, but all 
add flexibility to a robot’s performance. 

Advanced vision systems can also lessen the 
programming requirements for an operator, 
by reducing the need to manually input data 
that the camera can capture instead. 

Third on the list of most important robot 
features was the need for collaborative 
abilities (48.28 per cent). As demonstrated 
in earlier results, there’s plenty of room for 
improvement where collaborative robots 
are concerned, especially in relation to 
safety and performance. However, the 
growing demand for this technology is not 
to be ignored. Moving forward, robot 
manufacturers must consider this feature 
during the development of new machinery. 
Similarly, distributors must ensure that 
their customers really require a 
collaborative machine and it is the best 
choice for their application.
 

Almost half of our respondents agreed that 
HMI integration (44.83 per cent) was one of 
the top considerations for end users when 
investing in robotics. With a growing amount 
of data generated on the factory floor, easily  
relaying this information to a human operator 
is essential. This is particularly important for 
an overseer HMI, which can provide a 
centralised overview of an entire site’s data. 
When considering smart factory 
implementation, including robotics data in 
this overview is essential. 

Conveyor tracking (41.38 per cent) and 
multi-tasking (37.93 per cent) were also 
noted as important features to a significant 
number of our respondents. Reinforcing the 
fundamental goal of implementing robots — 
improving productivity and optimising a 
site’s performance. 

Before you buy a cobot…

            Have you conducted a risk assessment?
          
    Will the application meet ISO/TS 15066 safety guidelines?
        
    Is collaboration essential to meet manufacturing objectives? 
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Similarly, the standard requirements of robots are shifting. Greater connectivity has led 
to masses of data that need to be collected, stored and analysed. To manage this data, 
improved robotics software is required to ensure robots remain a part of the smart factory 
race. Security risks related to this connectivity have also necessitated improved protocols 
to manage cyber security threats and, seemingly, an urgent need for better education in 
relation to these risks. 

Robotics is changing and the way we deliver robots must change too.

For more information on the results of this report, please contact the TM Robotics team on 
+44 (0) 1707 290370 or e-mail sales@tmrobotics.co.uk.

Robotics has long remained a mainstay of 
the manufacturing world. That said, the 
role and expectation of this technology is 
changing. No longer is robotics simply a 
tool to increase output, but a fundamental 
player in the wider Industry 4.0 goals of 
manufacturers. Unlike the threat to 
human workers that they have previously 
been perceived, collaborative models 
are now bridging the gap and providing 
new ways to use technology on the 
production line.
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